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CHAPTER 1. INTRODUCTION

This Guide contains the description of application Kaspersky Anti-Virus 6.0 for
Windows File Servers Enterprise Edition (hereinafter referred to as Anti-Virus).

Anti-Virus protects servers running Microsoft Windows against threats associated
with file exchange. This application is designed to be used in local area networks
of medium to large-size organizations.

You can install Anti-Virus on servers that server various functions: on terminal
servers and print servers, application servers and domain controllers, as well as
file servers, which are more subject to infection than the others, since they
exchange files with user workstations.

You can install Anti-Virus onto servers combined into a cluster. Anti-Virus is
installed on each node in the cluster.

You can install Anti-Virus either using the install wizard or by launching an. msi
file of the installation package from the command line. You can also perform a
centralized remote installation of Anti-Virus using Active Directory group policies
or using the Kaspersky Administration Kit remote installation task.

Before you commence with the Anti-Virus installation, plan it. Determine the most
convenient way to manage the Anti-Virus depending on the network architecture
and which Anti-Virus components you will need to install for the selected control
scheme. Determine whether you will have to set special Anti-Virus installation
parameters or you will use the default installation parameters and whether the
installation parameters will be common for all servers or differ for each server.
Select installation type (Chapter 4 on page 37).

Chapter 3 contains general information about installing Anti-Virus: System
requirements for installing Anti-Virus are listed; Descriptions are provided of the
files in the distribution kit, program components that you can install, installation
settings and special modifiers of the Windows Installer service used for Anti-
Virus installation from the command line. This chapter indicates the location and
the name of the installation/removal file log and description of the changes in the
system after the installation is completed.

Chapters 4-7 contain instructions on Anti-Virus installation using various
methods; they include configuration afterward of Anti-Virus settings (see Actions
after installation).

You do not need to restart the server after installing Anti-Virus. If you add or
remove components, repair Anti-Virus, or uninstall it, or you may need to reboot
the server. However, you can postpone rebooting.
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After installing Anti-Virus, you can test its functionality. Description of how to do it
using a special test virus EICAR is provided in Chapter 9.

If you have any questions about Anti-Virus installation answers to which you
have not found in this document, you can refer to other Anti-Virus
documentation. See Chapter 2 on page 8.



CHAPTER 2. OBTAINING
INFORMATION ABOUT
ANT I-VIRUS

If you have any questions regarding purchasing, installing or using Anti-Virus,
you can easily receive answers to them.

Kaspersky Lab has many sources of information and you can select the source
most convenient to you depending on how urgent and important your question is.
You can:

1 find the answer to your question on your own (see section 2.1 on page
8);

1 receive an answer from the Sales Department personnel (see section
2.2 on page 10);

1 receive a response from a Technical Support specialist if you already
have purchased Anti-Virus (see section 2.3 on page 10);

9 discuss your question not only with Kaspersky Lab's specialist but also
with other users in the web form section dedicated to Anti-Virus (see
section 2.4 on page 12).

2.1. Sources of information to
research on your own

You can refer to the following information sources about the application:
1 The Anti-Virus page at the Kaspersky Lab's website;
1 application page at the Support Service (Knowledge Base) website;
1 Help system;
1 documentation.
The Anti -Virus page at the Kaspersky Lab's website

http://www.kaspersky.com/kaspersky anti-virus windows server enterprise
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This page contains general information about the application, its functionality
and peculiarities. You can purchase the application or extend the period of
its usage in our online store.

Application page at the Support Service (Knowledge Base) website

http://support.kaspersky.com/win_serv_ee

This page contains articles published by the Technical Support service
specialists.

These articles contain useful information, recommendations and answers to
frequently asked questions related to the purchase, installation and use of
the application. These answers are grouped by topics, such as, for example,
"Working with key files", "Configuring base updates" or "Troubleshooting".
The articles may answer questions which are related not only to this
particular application, but also to other Kaspersky Lab's products; they also
may contain general Technical Support service news.

Help system
The application's distribution kit includes a complete help file.

Complete help file contains information on managing the computer
protection using Anti-Virus console in MMC: view the protection status, scan
various areas of the computer and perform other tasks. It also contains
information about managing the application from the command line, use
Anti-Virus efficiency counters as well as SNMP counters and traps.

In order to open the complete help file, select the Display help command
from the Help menu in the Anti-Virus console.

If you have any questions regarding an individual application window, you
can refer to the context help.

In order to open the context help, press the Help button or <F1> key in the
window you need help on.

Documentation

The set of documents supplied with the application contains most of the
information required for its operation. The set contains the following
documents:

1 Typical usage schemes . This document discusses the use of Anti-
Virus in the enterprise network.

1 Comparison with Kaspersky Anti -Virus 6.0 for Windows
Servers. This document lists the characteristics of the Anti-Virus
which differentiates it from Kaspersky Anti-Virus 6.0 for Windows
Servers.


http://support.kaspersky.com/win_serv_ee
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1 Installation Guide contains Anti-Virus installation requirements to
the computer, Anti-Virus installation and activation instructions as
well as instructions on verifying its operability and initial setup.

1 Administration Guide (this document) discusses how to work with
the Anti-Virus console in MMC, manage Anti-Virus from the
Kaspersky Administration Kit application and from the command
line, use Anti-Virus efficiency counters as well as counters and
traps for the SNMP protocol.

Files with these documents in PDF format are included into the Anti-Virus
distribution kit.

Alternatively you can download files with these documents from the Anti-
Virus page of the Kaspersky Lab's website.

After you have installed the Anti-Virus console you can open the
Administrator's Guide from the Run menu.

2.2. Contacting the Sales
Department

If you have questions regarding selecting or purchasing Anti-Virus or extending
the period of its use, you can phone Sales Department specialists in our Central
Office in Moscow at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00.
The service is provided in Russian or English.

You can also send your questions to the Sales Department specialists by e-mail
at sales@kaspersky.com.

In the Sales Department you can obtain an advice on managing the enterprise
network protection, application network deployment or joint use of the application
with other programs.

2.3. Cont acting the Technical
Support service

If you already purchased the application you can obtain information about it from
the Technical Support service by phone or via internet.


mailto:sales@kaspersky.com
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The Technical Support service specialists will answer your questions regarding
the installation and the use of the application and will help you eliminate the
consequences of the activities of malware and you computer had already been
infected.

Technical support by phone

If you have a problem requiring urgent help, you can call the Technical
Support service located in our Moscow office at:

+7 (495) 797-87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08.

We provide technical support to Kaspersky Lab's users around the clock in
Russian and English.

If you wish to talk to an expert specializing exclusively in Kaspersky Anti-
Virus 6.0 for Windows Servers Enterprise Edition, call during business
hours, from 10:00 am until 6:30 pm Moscow time (GMT +3).

Provide to the Technical Support service specialist the application's
activation code or the key serial number (you can view it in the Keys
node of the Anti-Virus console in the properties of the key installed).

An e-mail request to the Technical Support service (for registered users
only)
You can ask your question to the Technical Support Service specialists by

filling out a Helpdesk web form at
http://support.kaspersky.com/helpdesk.html.

You can send your question in Russian, English, German, French or
Spanish.

In order to send an e-mail message with your question, you must indicate
the client number obtained during the registration at the Technical Support
service website along with your password .

Note

If you are not yet a registered user of Kaspersky Lab's applications you can
fill out a registration form on page:

https://support.kaspersky.com/en/PersonalCabinet/Reqgistration/Form/

During the registration you must provide the application's activation code or
the key serial number (you can view it in the Keys node of the Anti-Virus
console in the properties of the key installed).

You will receive a Technical Support service specialist's response to your e-
mail at the e-mail address you have specified in your question and in your
Personal Cabinet

https://support.kaspersky.com/en/PersonalCabinet.
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Describe the problem you have encountered in the request web form with as
much detail as possible. Specify the following in the mandatory fields:

il

Request type . Questions most frequently asked by users are
grouped into  special topics, for example "Product
installation/removal problem™ or "Virus scan/removal problem”. If
you have not found an appropriate topic, select "General Question".

Product name : Kaspersky Anti-Virus 6.0 for Windows Servers
Enterprise Edition.

Request text : Describe the problem you have encountered with as
much detail as possible.

Client number and password . Enter the client number and the
password which you have received during the registration at
Technical Support service website.

E-mail address . The Technical Support service specialists will use
this e-mail address to send their answer to your question.

2.4. Discussing Kaspersky Lab's

appli cations at the web forum

If your question does not require an urgent answer, you can discuss it with
Kaspersky Lab's specialists and other users of Kaspersky Lab's anti-virus
applications in our forum located at http://forum.kaspersky.com/.

In this forum you can view topics published earlier, leave your comments,
create new topics and use the search engine.

For example, you can discuss various scenarios of Anti-Virus deployment in
your organization and its configuration options.


http://forum.kaspersky.com/

CHAPTER 3. GENERAL

INFORMATION

This chapter contains the following information:

il

3.1.

Requirements to the protected server for Anti-Virus installation (see
section 3.1 on page 13);

Requirements to the computer from which Anti-Virus will be managed
via the MMC console (see section 3.2 on page 16);

The structure of the installer package (see section 3.3 on page 17);

Description of the Anti-Virus application components and their codes for
the Windows Installer service. You can use codes of application com-
ponents to edit the list of the components installed when installing the
Anti-Virus from the command line (see section 3.4 on page 19);

Installation and uninstall settings, their default values, and special mod-
ifiers which you can use to assign settings when installing or uninstalling
Anti-Virus from the command line (see section 3.5 on page 22).

Location and name of the Anti-Virus installation / removal file (see sec-
tion 3.6 on page 31);

Changes in the system after the Anti-Virus installation (see section 3.7
on page 31);

Anti-Virus processes (see section 3.8 on page 36).

Requirements to the protected
server

This section describes the hardware and software requirements to the protected

server.
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Note

Before installing Anti-Virus uninstall from the protected server other anti-virus
applications including Kaspersky Anti-Virus 5.0 for Windows Servers and
Kaspersky Anti-Virus 6.0 for Windows Servers.

General requirements :

1 x86-compatible systems in a single-processor or multiple-processor
configuration (for example, Intel Xeon Processor & Intel Xeon Processor
MP with Hyper Threading); x86-64-comptabile systems in single-
processor and multiple-processor configuration (for example, Intel Xeon
Processor & Intel Xeon Processor MP with EM64T & Hyper Threading);

1 disk space:
1 For the installation of all application components: 70 MB;

1 For storing objects in Quarantine or in Backup: 400 MB
(recommended);

1  For storing reports: 100 MB (recommended).
Minimum configuration:
1  Processor : Intel Pentium Il 400 MHz or higher;
1 RAM: 256 MB.
Recommended configuration:
1  Processor : Intel Xeon 3.2 GHz or higher;
1 RAM:1i2GB.
Software requirements to the protected server

You can install Anti-Virus on a server running 32- or 64-bit versions of Microsoft
Windows.

The server must be running one of the following 32-bit versions of Microsoft
Windows:

1  Microsoft Windows 2000 Server + SP4 + Update Rollup 1;
Microsoft Windows 2000 Advanced Server + SP4 + Update Rollup 1;
Microsoft Windows Server 2003 Standard Edition SP1 or higher;

1
1
1  Microsoft Windows Server 2003 Enterprise Edition SP1 or higher;
1  Microsoft Windows Server 2003 Datacenter Edition SP1 or higher;
1

Microsoft Windows Server 2003 R2 Standard Edition or higher;
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il

f
f
f
f
f

Microsoft Windows Server 2003 R2 Enterprise Edition or higher;
Microsoft Windows Server 2003 R2 Datacenter Edition or higher;
Microsoft Windows Storage Server 2003 R2 or higher;

Microsoft Windows Server 2008 Standard Edition;

Microsoft Windows Server 2008 Enterprise Edition;

Microsoft Windows Server 2008 Datacenter Edition.

For installation and operation of Anti-Virus on a computer running a 32-bit
version of Microsoft Windows you will need Microsoft Windows Installer 3.1.

Otherwise the server must be running one of the following 64-bit versions of
Microsoft Windows:

il

f
f
f
f
f
f
f
f

Microsoft Windows Server 2003 x64 Standard Edition;
Microsoft Windows Server 2003 x64 Enterprise Edition;
Microsoft Windows Server 2003 x64 Datacenter Edition;
Microsoft Windows Server 2003 R2 Standard x64 Edition;
Microsoft Windows Server 2003 R2 Enterprise x64 Edition;
Microsoft Windows Server 2003 R2 Datacenter x64 Edition;
Microsoft Windows Server 2008 x64 Standard Edition;
Microsoft Windows Server 2008 x64 Enterprise Edition;
Microsoft Windows Server 2008 x64 Datacenter Edition.

For installation and operation of Anti-Virus on a computer running a 64-bit
version of Microsoft Windows you will need Microsoft Windows Installer 3.1
installed.

You can install Anti-Virus on terminal servers:

1

= =4 -4 -4 -2

Microsoft Terminal based on Windows 2000 Server;
Microsoft Terminal based on Windows 2003 Server;
Citrix Metaframe XPe FR 3;

Citrix Presentation Server 3.0;

Citrix Presentation Server 4.0;

Citrix Presentation Server 4.5.
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3.2. Requirements to the computer
from which Anti -Vir us will be
managed via the MMC console

This section lists the hardware and software requirements to the computer for
installation of the Administrative Tools set of components (contains Anti-Virus
console in MMC).

Hardware requirements
Recommended RAM amount - at least 128 MB
Free disk space - 30 MB.
Software requirements
The computer must be running of the following 32-hit versions of Windows:

1  Microsoft Windows 2000 Server + SP4;
Microsoft Windows 2000 Advanced Server + SP4;
Microsoft Windows Server 2003 Standard Edition SP1 or higher;
Microsoft Windows Server 2003 Enterprise Edition SP1 or higher;
Microsoft Windows Server 2003 Datacenter Edition SP1 or higher;
Microsoft Windows Server 2003 R2 Standard Edition SP1 or higher;
Microsoft Windows Server 2003 R2 Enterprise Edition SP1 or higher;
Microsoft Windows Server 2003 R2 Datacenter Edition SP1 or higher;
Microsoft Windows Server 2008 Standard Edition;
Microsoft Windows Server 2008 Enterprise Edition;
Microsoft Windows Server 2008 Datacenter Edition;

Microsoft Windows 2000 Professional SP1 or higher;

= =4 =4 4 a4 -4 -4 -8 -5 -4 A -

Microsoft Windows XP Professional, Microsoft Windows XP Profession-
al SP1 or higher;

1 Microsoft Windows Vista x86 Editions;

For installation and operation of Anti-Virus on a computer running a 32-bit
Microsoft Windows version you will need Microsoft Windows Installer 3.1,
Microsoft Management Console 1.2 or higher installed.
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Otherwise the computer must be running one of the following 64-bit versions of
Windows:

Microsoft Windows Server 2003 x64 Standard Edition;

Microsoft Windows Server 2003 x64 Enterprise Edition;

Mi crosoft Windows Server 2003 x64 Dat
Microsoft Windows Server 2003 R2 Standard x64 Edition;

Microsoft Windows Server 2003 R2 Enterprise x64 Edition;

Microsoft Windows Server 2003 R2 Datacenter x64 Edition;

Microsoft Windows Server 2008 x64 Standard Edition;

Microsoft Windows Server 2008 x64 Enterprise Edition;

Microsoft Windows Server 2008 x64 Datacenter Edition;

=A =4 =4 4 4 -4 4 -8 -a -

Microsoft Windows XP Professional x64 Edition, Microsoft Windows XP
Professional x64 Edition SP1 or higher

1 Microsoft Windows Vista x64 Edition.

For installation and operation of Anti-Virus on a computer running a 64-bit
Microsoft Windows version you will need Microsoft Windows Installer
3.linstalled.

3.3. Distribution Kit

The distribution kit includes a greeting application from which you can launch the
Anti-Virus installation wizard or its MMC console, open the Anti-Virus Installation
Guide, Anti-Virus page at the Kaspersky Lab's website or the Kaspersky Lab's
Technical support website.

Other files of the distribution kit are located in two folders: x86\ and x64\. The
x86\ folder contains files required for installing Anti-Virus on a server running a
32-hit version of Microsoft Windows; the x64\ folder contains files required for
installing Anti-Virus on a server running a 64-bit version of Microsoft Windows.

Each folder for installing Anti-Virus in Windows for either the 32- of 64-bit version
of Windows contains the subfolders server\ and client\:

1  The server\ folder contains files for installing the Anti-Virus protection
components;

1  The client\ folder contains files for installing the Anti-Virus console in
MMC (Administrative Tools set of components).
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The purpose of the files contained in the Anti-Virus distribution kit is described in
the table below:

Table 1. Files of the Anti-Virus Distribution Kit

File Purpose

setup.exe Greeting application launch file.

setup\ This folder is used to store the greeting application
files

x86(%R64) This Installation Guide

kav6.0_wseeinstallguidee
npdf

kav6.0_wseeadminguide.
pdf

Administrator's Guide (PDF document)

kav6.0_wseecomparisone
n.pdf

Comparison with Kaspersky Anti-Virus 6.0 for
Windows Servers (PDF document)

kav6.0_wseeappschemes
en.pdf

Typical use schemes (PDF document)

autorun.inf

setup.exe autorun file

X 8 6 ( \sedvérisetup.exe

The wizard for installing Anti-Virus on the protected
server; runs the installer package file kavws.msi with
the installation settings specified in the wizard.

x86(~64)\server\kavws.ms
i

Microsoft Windows Installer package; installs Anti-
Virus on the protected server.

x86(~64)\server\kavws.kp
d

File containing description of the Installer package
for remote Anti-Virus installation via Kaspersky
Administration Kit; this file has extension .kpd
(Kaspersky Package Definition); This file contains
the name of the installation package, general
information about the Anti-Virus (version number
and release date) and description of the return
codes of the installer. This file may contain
command line modifiers that change the installation
parameters of the msi file of the installation package.

x 8 6 ()&liegMirelease_n
otes_tools.txt

File Release Notes for the Administrative Tools set
of components.
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File Purpose
XxX86(~64) This program is used to install a plug-in for
\plugin\kicfginst.exe managing Anti-Virus via Kaspersky Administration

Kit. Install the plug-in onto each computer on which
the Kaspersky Administration Kit Administration
Console is installed if you plan to manage Anti-Virus
only through it.

x86\plugin\release_notes.t | Release Notes file of plug-in for managing Anti-Virus
xt via Kaspersky Administration Kit

~ 8\BISI\Windowslnstaller | Microsoft Windows Installer 3.1 v2 Redistributable
-KB893803-v2-x86.exe installation wizard.

If Windows Installer is not installed on the computer,
or if its earlier version is installed, install Windows
Installer 3.1 before installing Anti-Virus (Anti-Virus
Console in MMC).

Note:

You can launch files of the Anti-Virus installation package from the Installation
CD. If you copied files of the distribution package on the local drive before
installing, make sure that the structure of the distribution kit files has been
preserved.

3.4. Anti -Virus application program
components and their codes for
the Windows Installer codes

By default file \server\kavws.msi installs all program components of the Anti-
Virus (see section 3.4.1 on page 20) and file \client\kavwstools.msi installs all
program components of the Administrative Tools set of components (see section
3.4.2 on page 21).

The following sections list the codes of the program components for the Windows
Installer service. You can use these codes to define a list of components to be
installed when installing Anti-Virus from the command line.
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3.4.1. Anti-Virus program components

Table 2 contains codes and a description of Anti-Virus software components.

Table 2. Description of Anti-Virus application components

Component

Code

Functions performed

Kaspersky Anti-
Virus

core

Installs Anti-Virus system files and files
that carry out on-demand scans (one-
time complete of selective scan of
objects in the server's file system for
threats).

If you specify other Anti-Virus
components when installing Anti-Virus
from the command line without
specifying the Core component, the Core
component will be installed
automatically.

Real-time file
protection

Oas

Implements the Real-time file
protection task (the scan of objects of
the protected server when they are
accessed) and function Blocking
access from computers

Script monitoring

ScriptChecker

Implements task Script monitoring
(scan of the program code of scripts
created using Microsoft Windows Script
Technologies at the attempts of their
execution).

Module of
integration with
Kaspersky
Administration  Kit
Network Agent

AKlntegration

Provides connection between the Anti-
Virus and Kaspersky Administration Kit
Network Agent.

Install this component on the protected
server if you plan to manage Anti-Virus
using Kaspersky Administration Kit.
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Component Code Functions performed

Set of PerfMon |PerfMonCounters |Install the set of performance counters
performance for System Monitor. Performance
counters counters enable you to measure Anti-
Virus performance and localize potential
bottlenecks on the server when using
Anti-Virus with other applications.

SNMP  counters | SnmpSupport Publishes Anti-Virus counters and traps
and traps via Simple Network Management
Protocol (SNMP) in Microsoft Windows.
You can only install this component on
the protected server if Microsoft SNMP is
installed on the server.

Task tray | TrayApp Displays Anti-Virus icon Ma in the task
application tray notification area of the protected
server. The Anti-Virus icon shows the
status of the real-time server protection
and enables you to open Anti-Virus MMC
console (if it is installed) and the About
program window.

Command line | Shell Allows managing the Anti-Virus from the
utility command line commands of the
protected server.

3.4.2. Administrative Tools set program
components

Table 3 contains codes and a description of the Administrative Tools set of
program components.
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Table 3. Describes Administrative Tools program components

Component Code Functions performed
Anti-Virus  MMC | Core Install the Anti-Virus shap-in to the
shap-in MMC console; the .msc file of the Anti-

Virus console is saved in the folder with
the Anti-Virus files.

If you specify other components when
installing Administration Tools from the
command line without specifying the
Core component, the component will be
installed automatically.

Help Help .chm help file; saved in the folder with
the Anti-Virus files. You can open the
help file from the Start menu.

Documentation Docs Adobe Acrobat documents
"Administrator's Guide" and "Installation
Guide"; these documents are saved in
the Anti-Virus folder and you can open
them from the Start menu.

3.5. Installation and uninstall
parameters and their modifiers
for the Windows Installer
service

Tables provided below contain description of the parameters for installation and
uninstall of Anti-Virus, their default values, special modifiers for changing the
values of the installation parameters and their possible values. You can use
these modifiers with standard modifiers for command msiexec of the Windows
Installer service when installing Anti-Virus from the command line.
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Table 4. Installation parameters and their modifiers in Windows Installer

Parameter Default value Windows Installer Description
modifier and its values
Scanning of | Do not scan PRESCAN=<value> We recommend scanning active processes and boot

active processes
and boot sectors
of the local
drives before the
installation (Scan
Computer  for
viruses )

0 i do not scan before
the installation (by
default);

1 i scan before the
installation

sectors of the local drives before their installation
because the presence of malicious code in these
computer areas may adversely affect successful
installation of the Anti-Virus.

The scan may take several minutes.

If infected or suspicious processes have been
detected during the scan they will be deleted from the
computer memory. (Executable files of processes are
not deleted). In this case information in the running
applications may be lost. Therefore we recommend
closing all running applications.
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Parameter Default value Windows Installer Description
modifier and its values
Destination Anti-Virus: INSTALLDIR=<full path | Folder where the Anti-Virus files will be saved when it
folder %Program to the folder> is installed.
Files%\Kaspersky You can specify a different folder.
Lab\Kaspersky

Anti-Virus 6.0 for
Windows Servers
Enterprise Edition\*

Administrative
Tools:  %Program
Files%\Kaspersky
Lab\Kaspersky
Anti-Virus 6.0 for
Windows Servers
Enterprise  Edition
Admins Tools\*

* In the x64-bit
version of Microsoft
Windows the folder
name is
%ProgramFiles(x8
6)%
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Parameter

Default value

Windows Installer

modifier and its values

Description

Starting the real-
time file
protection at the
Anti-Virus startup

start

RUNRTP=<value>
1171 start;
07 do not start.

Turn it on to start real-time file protection and script
monitoring at the Anti-Virus startup (recommended).

Adding
exclusions
recommended by
Microsoft  (Use
Microsoft
recommendatio
ns)

add

ADDMSEXCLUSION=<v

alue>
17 exclude;
07 do not exclude.

In the Real-time file protection exclude from
protection scope objects on the server that are
recommended to be excluded by Microsoft.

Some applications on the server may become
unstable when the anti-virus application intercepts or
modifies files. Microsoft Corporation include into the
list of such objects, for example, some domain
controller applications Microsoft Corporation
recommends excluding from the real-time protection
scope these applications as they are not susceptible
to infection. You can view the list of these files on the
Microsoft website at
www.microsoft.com/en/us/default.aspx, article code:
KB822158.
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Parameter Default value Windows Installer Description

modifier and its values
Exclude from|Do not add to|RADMINEXCLUSION=< |Anti-Virus, like the majority of other anti-virus
remote admin |threat  exclusions | value> applications, classifies Remote Administrator utility
programs  from | using mask|q add to threat code as riskware.
processing (Add|not-a-virus: exclusions using mask |When you run Remote Administrator, Anti-Virus
to threat | RemoteAdmin*

exclusions using
mask

not-a-virus:
RemoteAdmin*)

not -a-virus:
RemoteAdmin*.

Anti-Virus will not
perform any actions with
the objects containing
threats detected using
mask named not-a-
virus:RemoteAdmin®*.

07 do not add to threat
exclusions using mask
not-a-virus:
RemoteAdmin*.

Anti-Virus  will perform
actions with the objects

containing threats
detected using mask
named not-a-

virus:RemoteAdmin*.

detects a threat in it and deletes its executable module
from the server drive. Anti-Virus assigns the threat in
these utilities the name not-a-virus:RemoteAdmin*.

If you are planning on using remote administration
utilities after installing Anti-Virus, you can exclude this
threat from being processed by Anti-Virus using the
Add to threat exclusions using mask
not -a-virus:RemoteAdmin* installation setting

You can exclude remote administration utilities from
being processed by the Real-time file protection task
and by on-demand scan tasks after Anti-Virus
installation as well. Add the not-a-virus:RemoteAdmin*
threat to the Anti-Virus trusted area and apply the
trusted area to the required tasks (see Kaspersky
Anti-Virus 6.0 for Windows File Servers Enterprise
Edition. Administrator guide).
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Parameter

Default value

Windows Installer
modifier and its values

Description

Path to the key
being installed
(License key )

\server\ directory in
the distribution kit

LICENSEKEYPATH=
<key file name with full
path to it>

If you saved the key file
into a network folder,
specify full path to the file
in UNC format (Universal
Naming Convention)

By default the installer attempts to find the license key
file with .key extension in the server\ folder of the
distribution Kit.

If the \server\ folder contains several key files, the
installer will select a file with the key stamped with the
latest expiration date.

You can save a key file beforehand in the \server\
folder or specific another path to the file using the Key
installation setting. You can install a license key after
finishing Anti-Virus installation instead of during it
using the Administrative Tools you selected (for
example, via the Anti-Virus console in MMC. However,
beware that if while installing Anti-Virus you selected
Enable real -time prote ction but did not specify a
license key file, Anti-Virus will not immediately begin
scanning objects on the server's file system when it
accesses them after installation.

For more details about Anti-Virus license keys, see
Kaspersky Anti-Virus 6.0 for Windows File Servers
Enterprise Edition the Administrator guide.
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Parameter

Default value

Windows Installer
modifier and its values

Description

Path to the con-
figuration file

Not specified

CONFIGPATH=<name of
the configuration file and
its full path>

Anti-Virus imports the settings from the XML file
defined in the option and created in this version of
Kaspersky Anti-Virus 6.0 for Windows Servers
Enterprise Edition, version 6.0.0.454 or 6.0.1.511.

Anti-Virus does not import passwords from the
configuration file, for example, account passwords for
launch of tasks or passwords for connection to a proxy
server. Once the settings are imported, you will have
to enter all passwords manually.

If you skip the option, after setup the Anti-Virus will
start working with the default settings.
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Parameter

Default value

Windows Installer
modifier and its values

Description

Permission of
network connec-
tions for Kas-
persky Anti-Virus
Console

Disabled

ADDWFEXCLUSION=<v
alue>

17 allow
071 deny.

Use the option in cases, when you install the Anti-
Virus Consolein [ [ & Administration Tools
selection) on another computer running Microsoft
Windows XP with installed SP2 or Microsoft Windows
Vista instead of the protected server. You will be able
to manage the server protection remotely using the
console.

The installer will open in the Microsoft Windows
firewall TCP port 135, allow network connections for
the kavfsrcn.exe executable file of the Anti-Virus
remote management process and enable access to
DCOM applications.

After setup completion add the users who will manage
the Anti-Virus remotely to the KAVWSEE Administra -
tors group on server and, if the server runs Microsoft
Windows Server 2008, allow on that server network
connections for the Kaspersky Anti-Virus management
service (the kavfsgt.exe file). Please refer to section
5.1.2.2 on pg. 67 for instructions.
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Table 5. Uninstall parameters and their modifiers in Windows Installer

Parameter

Default value

Description, Windows Installer modifiers and their possible
values

Restoring quarantined objects

delete

RESTOREQTN =<value>
07 delete the quarantine content;

117 restore the contents of the quarantine into the folder specified by
RESTOREPATH parameter

Restoring the content of the
backup storage

delete

RESTOREBCK =<value>
07 delete the backup storage content;

17 restore the backup storage contents into the folder specified by
RESTOREPATH parameter

Folder for restored objects

%ALLUSERSPR
OFILE%\Applicati
on
Data\Kaspersky
Lab\KAV for
Windows Servers
Enterprise
Edition\6.0\Uninst
all

RESTOREPATH=<full path to the folder>
Restored objects will be saved to a folder specified in this setting:

Objects from the quarantine will be saved into a nested folder
\Quarantine\.

Objects from the backup storage i into a nested folder \Backup\.
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3.6. Anti -Virus install and uninstall
log

If you install or uninstall Anti-Virus using the Install/Uninstall wizard (i.e. launch
file \server\setup.exe or \client\setup.exe), the Windows Installer service creates
an install (uninstall) log in the “full output” record mode. Log file
kavbéwsee_install_<uid>.log" (where <uid> i unique 8-character log identifier) will
be saved into %temp% folder of the user under whose account setup.exe file
was launched.

Note

If folder %temp% for the user under whose account file setup.exe is to be
launched was not defined, the log file will not be created.

If you install or uninstall Anti-Virus from the command line, the install file log will
not be created by default.

In order to install Anti-Virus with the log file to be created on disk C:\, perform the
following command:

msiexec /i kavws.\rkaws.lagl * gn 4 :

3.7. Changes in the system after
Anti -Virus installation

During installation of Anti-Virus and Anti-Virus console in MMC (Administrative
Tools set) the Windows Installer service will make the following changes in the
computer:

1 it will create Anti-Virus folders on the protected server and on the com-
puter on which the Anti-Virus console in MMC is installed,;

1 it will register the Anti-Virus services;
1 it will create an Anti-Virus user group;
1 it will register Anti-Virus keys in the system register.

A description of these changes is provided below.







